Adversary Centric
Intelligence

Use Cases

The Underground Cybercrime Market
The cyber security landscape is constantly evolving, in the current environment
cyber threat actors are taking advantage of the pandemic crises. A look at recent
trends in the cyber security landscape reveals that the current environment has
aggravated the threats the world over and organizations are becoming victims of
cyber-attacks such as data breaches, system destruction and violation of networks
etc.
From financial gains to espionage, there’s a multitude of objectives driving these
cyber-attacks. The cyber threat actors have evolved from the script kiddies to the
sophisticated, advanced cybercriminals, and groups that have access to nation-state
technology, and resources.
It’s impossible for any organization to get a clear picture of the cyber threat actor
and their communities, which are a part of the complex Deep/Dark Web, forums,
and marketplaces. While these cyber threat actors use these platforms to monetize
their breaches, hacks, exploits, products/services, tools etc., they also want to keep
away from law enforcement agencies and other prying eyes. They create
restricted/ invite only forums where only known cyber threat actors are invited. A
lot of information is shared by these actors on one-to-one basis, which makes it
more difficult for organizations to get hold of information that these cyber threat
actors have acquired.

Volon Solution: Adversary Centric Threat intelligence
Volon’s Adversary Centric threat intelligence generates customer specific Threat
Intelligence including contextualized technical feeds plus real-time alerts and
reporting backed with specialized Darknet Intelligence, Open-Source Intelligence
(OSINT) and Technical Intelligence (TECHINT).

OUTCOMES
Organization specific observables are delivered via Customer Portal.
The research function provides adversary focused insight including
Intent, Motivation and TTP. Adversary Centric Intelligence is delivered
in the form of reports providing end to
end coverage of external threat and adversary insights.
Data generated from Technical Intelligence can be consumed via Volon's
Intelligence Portal or can also be directly ingested on customer 's SIEM
platform to integrate with SOC operations

Customer Case Study

Supply Chain Attack on
Aviation Industry
The cyberattack on SITA, a nearly ubiquitous airline service provider,
had compromised frequent-flyer data across many carriers.
Breach brief
On February 24, 2021, SITA issued a statement indicating that it experienced a “
serious” and “highly sophisticated” data breach. The breached data,
compromised of passenger data stored on the companys U.S. servers.
SITA is an airline communications and IT vendor for 90 percent of the worlds
airlines. Some of the affected airlines due to this breach were United, American
Airlines, Lufthansa, Cathay Pacific, Singapore Airlines, Air New Zealand, Malaysia
Airlines, FinnAir, Jeju Air and Air India.
Volon Early Warning
In Aug 2020, Volon Threat Research had published a report, after performing an
online engagement with an actor who operates on a popular cyber-crime forum .
Over private conversation, actor shared the list of 200 Citrix instances of the target
organizations, out of which we identified 95 unique organizations, Sita was one of
the organization in that list.
Possible Attack Vector:
We suspect that the actor was exploiting CVE-2019-19781, a vulnerability in Citrix
Application Delivery Controller (ADC), if exploited, could allow an
unauthenticated attacker to perform arbitrary code execution. The exploit for
this vulnerability was also being used by various ransomware gangs like REvil (
Sodinokibi), Ragnarok, DoppelPaymer, Maze, CLOP, and Nefilim as an entry point
for their attacks .

Recommendation
To prevent similar attack ,we recommended our customers running vulnerable
Citrix ADC to

Recommendation 1

Recommendation 2

Prioritize patching by updating it
to the latest available version.

Users desist from re -using
password across multiple
platforms.

Recommendation 3

Recommendation 4

Organization(s) enable multi-factor
authentication on public facing
network devices or applications.

Organization(s) should enforce a
strong password policy.

Volon Advantage
HUMINT, human intelligence is the key differentiator between Volon and other
service providers. Our Threat researchers have decades of working on threat.
and have vetted personas with high reputation gained by decades of experience
in operating in darkweb.
Our researchers have access to restricted and invite only forums. Our one-to-one
interaction with threat actors helps us uncover those breaches, exploits,
vulnerabilities about an organization, which would not be available on any
Darknet forum/Marketplaces. 20% of the total generated reports in Volon are
purely on the strength of the Human intelligence that we possess.
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